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Abstract 

Enterprise 2.0 (e2.0) is the use of social software technologies within the enterprise. The adoption and use of 

e2.0 tools within organisations has been widely documented in the practitioner literature. While the promise of 

e2.0 remains high, the unique nature of said technologies creates strategic, security, and training challenges 

for organisations considering their adoption. This paper reviews e2.0 and elaborates on e2.0 adoption 

challenges. It then provides guidance on how the adoption challenges can be addressed using the Control 

Objectives for Information and related Technology (COBIT) framework. 
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1. Introduction 

Enterprise 2.0 (e2.0) is a phrase that Professor Andrew P. McAfee coined in 2006 to describe the use of social 

software technologies within the enterprise (McAfee, 2006a). It refers specifically to the use of blogs, wikis and 

RRS feeds to enable the corporate community to communicate and collaborate in new ways. E2.0 technologies 

have a lot to offer organisations looking to engage their employees in knowledge sharing and collaboration 

among themselves (in corporate intranets) as well as with customers, partners and suppliers in both internal 

corporate intranets and on the public Internet. A recent McKinsey report states that as companies have become 

more familiar with e2.0 tools they are now starting to adopt them more broadly within their businesses 

(Bughin, Manyika & Miller, 2008). While the promise of e2.0 has been well documented and remains high, there 

are fundamental challenges and issues due to the unique nature of e2.0 tools that organisations face as they 

decide whether and how to adopt these technologies into their businesses. The purpose of this paper is to 

document those issues and then provide guidance on how they can be addressed using the Control Objectives 

for Information and related Technology (COBIT) framework. 

COBIT was created by the IT Governance Institute (ITGI) and the Information Systems Audit and Control 

Association (ISACA) in 1996. It is a set of best practices to assist information technology professionals to 

implement appropriate IT governance and control while trying to maximize the benefits of IT use within an 

organisation. COBIT helps managers, users and auditors understand their IT systems and decide the level of 

security and control that is necessary to protect their companies’ assets through the development of an IT 

governance model (IT Governance Institute, 2007). 

This paper is organised as follows. First, e2.0 is formally defined and its main technologies are discussed. Next 

an introduction of some of the main categories of issues about the adoption of e2.0 is presented. This is 
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followed by a brief description of the COBIT framework, and a mapping of e2.0 adoption issues to the relevant 

control objectives of the COBIT framework. 

2. Enterprise 2.0 

McAfee’s updated definition of e2.0 is “the use of emergent social software platforms within companies, or 

between companies and their partners or customers” (McAfee, 2006b, para. 2). Social software platforms are 

computer-mediated environments that allow persistent and visible interactions between individuals. While there 

are many features that distinguish e2.0 from other technologies, the fundamental difference is that the creation 

of content becomes democratized i.e., more corporate employees become individually empowered to create 

online content then in traditional organisational internets and intranets, where the online presence of the 

organisation is controlled by relatively few. 

The most popular e2.0 tools include blogs, wikis, social networking sites, and really simple syndication (RSS) 

aggregators. While other technologies are often categorized as e2.0 tools, the above represents the base set of 

technologies that allow users to create new content for organisations public internet and private intranet sites. 

In addition in a recent Mckinsey survey on e2.0 tools blogs, wikis and RSS showed the largest adoption gains 

from 2007 to 2008 (Bughin et al., 2008). The same study reported that of companies that have adopted e2.0 

tools in their organisation, similar percentages are using them internally (to manage knowledge, foster 

collaboration, train, develop products or services) and externally to interface with customers (Bughin et al., 

2008). 

2.1 Blogs 

A blog, short for ‘web log’, is a user generated website that displays posts in reverse chronological order, with 

the most recent entry first. It is analogous to an online diary. Most blogs enable readers to post comments on 

the blog entries. Like most e2.0 technologies, blogs are easy and inexpensive to use. 

Of the e2.0 technologies, blogs have made the most impact in business particularly in customer relations. Blogs 

have been promoted to marketers as a new way to deliver their message and build enduring relationships with 

existing and potential customers (Singh, Veron-Jackson and Cullinane, 2008). The impact of blogs is not limited 

to customer interaction; they can be successfully used to communicate with any organisational stakeholder 

including employees, partners, customers, suppliers, and shareholders. Blogging is personal. Stakeholders feel 

they are communicating with a real person rather than receiving the corporate ‘line‘ (Marken, 2006). The frank 

nature of the content emerging from blog discussions may be a shock to some. However, these transparent 

discussions may help improve products and services, build trust and ultimately create strong interrelationships 

both within the organisation and between the organisation and its blogging audience. This message is delivered 

strongly in Scoble and Israel (2006)’s book on corporate blogging. 

2.2 Wikis 

A wiki is a collaborative website that can be edited and enhanced by anyone who has access to it. Individual 

pages can be added, edited and deleted by wiki users. Wikis support versioning so that it is easy for users to 

‘rollback’ to a previous version of a page. Wikis are appropriate technology whenever groups need to 

collaborate on content. The main difference between blogs and wikis is that blogs enable users to create 

content individually and wikis enable groups to collaborate on content. Content on a blog accumulates over 

time through a conversation via comments, whilst the content on wikis is replaced or updated as users modify 

the articles. Perhaps the best-known wiki is the online encyclopaedia Wikipedia. 

A recent case study of wiki usage by the Claremont University Consortium (CUC) found that wikis helped 

enhance communication and knowledge sharing between CUC members (Raman, 2006). These findings are 

consistent with McKelvie, Dotsika and Patrick (2007), who describe the usage of a wiki as the central method of 

collaborating for a competitor benchmarking firm. Wagner and Majchrzak (2007) describe the usage of wikis to 

support customer-centric businesses, i.e. using customer input and collaboration as the main driver of product 

and service improvement and innovation, and specifically examine three cases of wiki usage and derive six 

primary characteristics that influence customer engagement. 

2.3 RSS feeds and aggregators 

RSS stands for Really Simple Syndication. RSS is an XML-based format distributing updates of web-based 

content (RSS Specifications, 2008). This allows changes in web content to be automatically pushed to a user 

who receives the content using an RSS reader or aggregator. Many standard email clients have the ability to 

receive RSS feeds. Content viewed in the RSS reader or news aggregator is known as an RSS feed. While RSS 

feeds and aggregators do not allow the creation of new web-based content, they are fundamental e2.0 

technologies in that they simplify the distribution of changes in blogs and wikis and thus can have a direct 

impact on the interconnectivity and ultimately collaboration of individual users. 
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E2.0 introduces blogs, wikis, and RSS feeds into the corporate environment to enable a new level of 

collaboration. Such collaboration cannot be obtained with current enterprise solutions such as email, document 

management systems and intranet portals. E2.0 technologies will not replace these established methods of 

communication and information sharing but will instead complement them. 

2.4 S.L.A.T.E.S. 

McAfee (2006a) defined six components of an e2.0 system. He introduced the acronym SLATES, which stands 

for Search, Links, Authoring, Tags, Extensions and Signals. Searches make it easy for users to find information 

using key words. Links means that the content that is linked to the most is the most relevant. Authoring 

enables anyone to contribute. Tags provide users with a method to categorise content. Extensions use 

algorithms to find and user usage patterns and make recommendations about content. Signals alert users to 

new content. SLATES define the collaboration aspect of e2.0. An e2.0 system enables users to create and 

categorise content and to search for content-based keywords. It will recommend other content to users based 

on their previous searches (similar to the way Amazon.com recommends books based on previous purchases) 

and enable them to be automatically alerted of new content using RSS. 

2.5 Enterprise 2.0 Adoption Issues 

E2.0 tools can fundamentally change the way organisations operate both internally and externally. The key 

differentiators of e2.0 tools compared to other technologies create a unique set of challenges for organisations 

looking to adopt them within their corporate environment. Based on the literature, this section briefly 

introduces categories of issues that must be addressed for organisations to be able to successfully integrate 

e2.0 tools into their business strategy and operations. 

The decentralising of the organisation due to the democratisation of online content is a characteristic that 

distinguishes e2.0 from a variety of other information systems. McAfee (2006a) refers to this as a reallocation 

of decision rights and identifies the associated loss of control as one of the major factors organisations must 

consider in adopting e2.0. There is perceived risk associated with ‘opening’ an organisation up via online 

interactivity. Existing corporate cultures may not align with the openness that is required for successful e2.0 

initiatives. In addition, there must exist sufficient trust within the organisation that employees will create 

content and interact among themselves and with suppliers and customers in a professional and respectful 

manner. Thus, strategic issues around IT alignment, organisational culture, and appropriate use policies need 

to be addressed. 

One unique feature of e2.0 technologies is that they are emergent systems. Emergence is the appearance of 

global structure through local interaction (McAfee 2006c). This can create self-organizing bodies of knowledge 

that can be easily, reliably, and accurately searched by existing search engines. The interconnections of 

information emerge naturally as individually empowered users create new content. Good quality content gets 

further contribution by interested community members whether it’s through a wiki edit, a blog comment, or a 

web links. Information becomes a living entity that ebbs and flows as reflected by the interest and needs of 

organisational members, customers and suppliers. The benefits of emergence can only be obtained if there is 

participation of many; otherwise, the use of e2.0 tools may result in a system where content is controlled by 

few, such as in traditional corporate Intranets. An identified e2.0 adoption risk is whether wikis and blogs will 

contain too little information (Matuszak, 2007b). Once the strategic decision to integrate e2.0 technologies has 

been made, there are many issues around how to get employees to use said tools and participate in 

contributing content so that emergence and economies of scale can be achieved. 

In a recent survey, over half of the participants identified the protection and securing of data as a primary 

challenge to incorporating e2.0 into their organisation (Matuszak, 2007a). In the same survey, many 

organisations thought that compromising financial and business information was the leading risk associated 

with e2.0. Additionally, a high percentage of survey participants thought that e2.0 could lead to breaches of 

proprietary data (Matuszak, 2007a). This result reflects a lack of knowledge and understanding of e2.0 tools 

and their relation to, and impacts on, business processes (Matuszak, 2007a). In addition, legal risks associated 

with e2.0 tools are perceived to be greater than the benefits thus creating an adoption barrier (Buhgin et al. 

2008). If employees are allowed to openly create content through wikis and blogs, organisations have to be 

aware of potentially damaging remarks that could violate company policy, infringe on employee rights, or be 

considered libellous (Matuszak, 2007b). In summary, data security and integrity issues are of paramount 

importance for organisations looking to adopt e2.0 tools. 

Because e2.0 tools enable organisational members to work in different ways than before, it is imperative that 

appropriate training is provided to management, potential users, and IT staff. E2.0 tools are different than 

other technologies in that they do not enforce a particular workflow up-front. That is, the technology does not 

force the user to accomplish a task in a particular manner rather it provides a toolset that can be used in a 

variety of different ways for a variety of different tasks. This potential ambiguity is reflected in the fact that 

managers and IT personnel alike lack fundamental understanding on how e2.0 tools apply to their organisations 

(Matuszak, 2007a). In addition it has been found that many companies feel they don’t have the skill set to 

implement e2.0 technologies (Bughin et al. 2008). In organisations that have found satisfaction with e2.0 tools, 
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business units, rather than IT departments have driven the selection of the toolset (Bughin et al. 2008). The 

opposite is true in organisation with unsatisfactory experiences, ie. IT departments are driving the selection 

rather than the business units. For e2.0 to be successful, training and awareness is needed at multiple levels of 

abstraction; for example, organisational members needs be trained/educated on the benefits of using e2.0 

tools; on how they can be used within the organisation; and finally on how to operate the technology itself. In 

addition the IT staff needs to be aware of the implications on existing infrastructure and be trained if the 

incoming e2.0 toolset has underlying technological characteristics that they are unfamiliar with. 

Overall, the promise of e2.0 is great and to some extent uptake has been mildly successful. Reviewing the 

unique features of e2.0 technologies and recent literature on the market penetration of e2.0 has resulted in the 

following broad categories of adoption issues: strategic; data security and integrity; use and adoption; and IT 

staff and user training 

The next section briefly introduces COBIT and its associated control domains. Then a framework that maps the 

four identified categories of adoption issues in e2.0 to the COBIT objectives is provided. The mappings are 

discussed and high-level guidance for organisations considering the use of e2.0 tools is provided. 

3. COBIT 

COBIT helps managers, users and auditors understand their IT systems and decide the level of security and 

control that is necessary to protect their companies’ assets through the development of an IT governance 

model. Given that data security and governance have been identified as two of the main barriers to adoption of 

e2.0 tools within organisations (Matuszak, 2007a), COBIT is an appropriate framework in which to study e2.0. 

COBIT version 4.1 has 34 high level processes that cover 210 control objectives (a set of high-level 

requirements to be considered by management for effective control of each IT process) categorized in four 

domains: Planning and Organisation, Acquisition and Implementation, Delivery and Support, and Monitoring 

and Evaluation (ITGI, 2007). 

The Planning and Organisation domain involves the identification of how IT can best enable an organisation’s 

business objectives. As such, it involves planning and communicating strategic vision throughout the 

organisation as well as ensuring that an appropriate technological infrastructure is in place. The Acquisition and 

Implementation domain focuses on identifying, building and/or acquiring IT services. Additionally, change 

management activities are part of this domain. The Delivery and Support domain deals with activities related to 

day-to-day delivery, management and support of IT services. The Monitor and Evaluate domain ensures that all 

IT services are measured regularly to ensure compliance with established service level agreements. 

Recent theoretical and empirical articles have emerged that focus on the use of COBIT in compliance work. 

Mishra and Weistroffer (2007) present a COBIT-guided framework for integrating Sarbanes-Oxley requirements 

into a standard software development analysis and design process. Similarly, Kuhn (2007) presents COBIT as a 

method for complying with Sarbanes-Oxley requirements regarding data retention and availability of electronic 

records management. Within an auditing setting, Tuttle and Vandervelde (2007) empirically validated the 

internal consistency between COBIT’s underlying constructs. Overall COBIT is a popular industry framework for 

maximizing the use, value, and responsibility of IT and it has recently has had relatively higher profile in the 

academic literature due to increased concern around controls and data security. 

4. Mapping The Key Issues Of Enterprise 2.0 To The Cobit 4.1 Framework 

Table 1 below provides a mapping of the four identified categories of adoption issues emerging from and 

detailed in our earlier analysis, to the relevant high-level control objectives of the COBIT 4.1 framework. 

Table 1: COBIT Control Objectives for e2.0 Adoption 

  StrategyData Security and 

Integrity 

Use and 

Implementation 

Training

Plan and Organise 

PO1 Define a Strategic IT Plan X       

PO2 Define the Information Architecture X X     

PO3 Determine Technological Direction X       

PO4 Define the IT Processes, Organisation 

and Relationships 
  X     

PO5 Manage the IT Investment         

PO6 Communicate Management Aims and 

Direction 
X X X X 

PO7 Manage IT Human Resources       X 

PO8 Manage Quality         

PO9 Assess and Manage IT Risks         
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4.1 Strategy 

Institutional norms that do not support openness and collaboration due to hierarchical structures or 

confidentiality concerns are a major worry for organisations looking to adopt e2.0 technologies (Matuszak, 

2008b). Davenport (2007) argues that the absence of participative technologies in the past is not the only 

reason that organisations and expertise are hierarchical. He believes that the use of e2.0 software won’t make 

organisational hierarchy and politics disappear. He states the current barriers that prevent open knowledge 

exchange within organisations (power differentials, lack of trust, missing incentives, unsupportive cultures, and 

workloads) won't be significantly altered by e2.0 technologies. McAfee (2007) suggests that whilst these 

platforms won’t by themselves turn companies with strong hierarchical structures and management politics into 

democratic organisations with continuous employee innovation and knowledge creation, they will enable 

organisations that want to cultivate collaboration to achieve their goal. Interestingly, a recent survey reported 

that 17% of participants felt that their organisational structure is too hierarchical to successfully adopt e2.0 

technologies (Bughin et al., 2008). If a culture of collaboration is to be nurtured there has to an effort by upper 

management to support such an initiative. 

The adoption of e2.0 platforms has to be aligned with the organisations IT strategy. IT strategic planning 

enables an organisation to manage and direct all IT resources and in line with the business strategy and 

priorities (ITGI, 2007). For example, if an organisation has a business strategy to encourage its employees to 

share ideas and collaborate across departmental boundaries then the IT Strategic Plan should support this with 

the adoption of e2.0 technologies. 

A main problem for organisations to overcome is that of unwanted unfavourable opinions disseminated via e2.0 

technologies. Management’s ability to exercise unilateral control over dissenting or negative views about the 

organisation and its plans and actions may be reduced by the introduction of e2.0 technologies into the 

enterprise (McAfee, 2006a). While management may outwardly desire an open collaborative culture to emerge 

and be nurtured, they need to be cognizant of the potential for negativity to emerge. Thus they face the 

challenge of balancing how much control over content creation to exert on employees with the encouragement 

and support that is necessary to integrate new tools into the day-to-day operations of the organisation 

(McAfee, 2006a). 

Organisation’s adopting e2.0 platforms should define acceptable use policies for the new technologies. These 

should provide users with clear and easy to understand guidelines of what is and isn’t acceptable content (ITGI, 

PO10 Manage Projects         

Acquire and Implement 

AI1 Identify Automated Solutions     X   

AI2 Acquire and Maintain Application 

Software 
  X X   

AI3 Acquire and Maintain Technology 

Infrastructure 
    X   

AI4 Enable Operation and Use       X 

AI5 Procure IT Resources X       

AI6 Manage Changes         

AI7 Install and Accredit Solutions and 

Changes 
    X X 

Deliver and Support 

DS1 Define and Manage Service Levels X       

DS2 Manage Third-party Services X       

DS3 Manage Performance and Capacity     X   

DS4 Ensure Continuous Service         

DS5 Ensure Systems Security   X     

DS6 Identify and Allocate Costs         

DS7 Educate and Train Users       X 

DS8 Manage Service Desk and Incidents         

DS9 Manage the Configuration         

DS10 Manage Problems         

DS11 Manage Data   X     

DS12 Manage the Physical Environment         

DS13 Manage Operations         

Monitor and Evaluate 

ME1 Monitor and Evaluate IT Performance         

ME2 Monitor and Evaluate Internal Control         

ME3 Ensure Compliance With External 

Requirements  
  X     

ME4 Provide IT Governance         
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2007). However, management needs to be careful when drafting the controls around usage of e2.0 

technologies. Not enough control could lead to organisation-wide anarchy but too much control could stifle 

input from users. 

Most of the commercially available e2.0 platforms are based on open source software, for example SocialText 

and Confluence. Whilst organisational adoption of open source software is emerging it is still a relatively recent 

phenomenon. Management needs to educate themselves on the implications and benefits of adopting open 

source technologies to ensure that they align to the businesses information systems strategic plan (Dedrick and 

West, 2004). COBIT (ITGI, 2007) suggests that the IT function of the organisation should regularly analyse 

existing and emerging technologies to ensure that the defined direction and architecture are not inhibiting the 

organisation from meeting the business’ needs. Organisations that offer open source software may have a 

fundamentally different business model than organisations seeking to adopt them. Consequently, it is 

imperative that organisations adopting e2.0 solutions based on open source technologies established 

procedures for the procurement of technologies. (ITGI, 2007). 

In addition, whichever e2.0 software and hardware solution is chosen it is essential that an enterprise 

information model is appropriately updated (ITGI, 2007) to reflect the new types of corporate data that will be 

generated from within the organisation. As e2.0 tools become more prevalent in organisations and begin to 

play a more integral role in the generation of corporate knowledge the definition and management of service 

levels via service level agreements will need to be monitored and updated appropriately (ITGI, 2007). 

Table 2 below provides our selected subset of COBIT control objectives that can help management overcome 

the strategic challenges when implementing e2.0 Technologies. 

Table 2: COBIT Control Objectives for E 2.0 Strategy 

4.2 Data Security and Integrity 

E2.0 technologies introduce an added complexity to data ownership and classification. Patrick and Dotsika 

(2007) question who actually owns and manages the data stored in e2.0 platforms. In contrast to the 

traditional enterprise intranets where content is created by only a few people within the organisation, the 

content within e2.0 collaboration platforms is ‘user’ created, potentially by a vast population of users. 

Identifying business data owners is important as they are responsible for data classification and defining the 

controls to ensure that suitable protection is provided (ITGI, 2007). As the goal of e2.0 technologies is to 

facilitate collaboration and information across an organisation, it may not be appropriate that all data creators 

are defined as data owners. However, it may be possible though to identify a suitable business owner for the 

information that is stored in the platform. For example, a Wiki that provides a collaborative space for a specific 

project may have the project manager defined as the data owner. 

Plan and Organise 

PO1 Define a Strategic IT Plan 

PO1.4 IT Strategic Plan 

PO1.5 IT Tactical Plans 

PO2 Define the Information Architecture 

PO2.1 Enterprise Information Architecture Model 

PO3 Determine Technological Direction 

PO3.1 Technological Direction Planning 

PO3.2 Technology Infrastructure Plan 

PO3.3 Monitor Future Trends and Regulations 

PO3.4 Technology Standards 

PO6 Communicate Management Aims and Direction 

PO6.3 IT Polices Management 

PO6.4 Policy, Standard and Procedures Rollout 

PO6.5 Communication of IT Objectives and Direction

Acquire and Implement 

AI5 Procure IT Resources 

AI5.2 Supplier Contract Management 

AI5.3 Supplier Selection 

Deliver and Support 

DS1 Define and Manage Service Levels 

DS1.3 Service Level Agreements 

DS2 Manage Third-party Services 

DS2.2 Supplier Relationship Management 

DS2.3 Supplier Risk Management 

DS2.4 Supplier Performance Monitoring 
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Dearstyne (2007) suggests that blogs and wikis are inclusive and the strength of them comes from the 

willingness of the contributors to impart their knowledge and insights. The sharing and accumulation of ideas 

can produce creativity as participants reflect, respond and make new interconnections in the depth and breadth 

of their own and shared understandings (Dearstyne, 2007). Dearstyne argues that this process requires 

information availability that heightens concerns for organisations implementing e2.0 technologies about 

information security and integrity (2007). It is a risk that, when you encourage users to share information and 

ideas, they may post sensitive or restricted information to a wide and inappropriate audience. Further, wikis are 

iterative. The content is fluid as it is modified by other users. It is possible that information can be changed 

accidentally or deliberately so that it is no longer accurate. 

COBIT defines a number of controls around data security and integrity, from data classification schemes to 

identity management (ITGI, 2007). Organisations should implement a data classification scheme that defines 

the data based on criticality and sensitivity, for example Public, Confidential, Top Secret (ITGI, p.p.33-34, 

2007). This will enable the organisation to define policies and technical controls (e.g. access controls, archiving 

and encryption) to ensure information is appropriately protected and distributed. 

The COBIT framework states that organisations should define and implement procedures for effective and 

efficient data storage and retention that meets the business objectives, security policy and regulatory 

requirements (ITGI, p.142, 2007). This will enable organisations to ensure that data is managed and 

maintained. For example, an employee who maintained a company blog may leave the organisation. The data 

contained in the blog may not be required any longer so it should be archived to backup tape and removed 

from the blog platform. 

Table 3 below provides our selected subset of COBIT control objectives that mitigate the risks of data security 

and integrity that organisation will face when implementing e2.0 technologies. 

Table 3: COBIT Control Objectives for E 2.0 Data Security and Integrity 

4.3 Use and Implementation 

The use of e2.0 technologies promises the ability for organisations to transform the way their employees 

interact, share information and even enable them to decentralise decisions. However, this will not happen by 

Plan and Organise 

PO2 Define the Information Architecture 

PO2.3 Data Classification Scheme 

PO2.4 Integrity Management 

PO4 Define the IT Processes, Organisation and Relationships 

PO4.6 Establish Roles and Responsibilities 

PO4.9 Data and System Ownership 

PO6 Communicate Management Aims and Direction 

PO6.3 IT Polices Management 

PO6.4 Policy, Standard and Procedures Rollout 

PO6.5 Communication of IT Objectives and Direction 

Acquire and Implement 

AI2 Acquire and Maintain Application Software 

AI2.3 Application Control and Auditability 

AI2.4 Application Security and Availability 

AI2.5 Configuration and Implementation of Acquired Software 

Deliver and Support 

DS5 Ensure Systems Security 

DS5.3 Identity Management 

DS5.4 User Account Management 

DS11 Manage Data 

DS11.1 Business Requirements for Data Management 

DS11.2 Storage and Retention Arrangements 

DS11.3 Media Library Management System 

DS11.4 Disposal 

DS11.5 Backup and Restoration 

DS11.6 Security Requirements for Data Management 

Monitor and Evaluate 

ME3 Ensure Compliance With External Requirements  

ME3.1 Identification of External Legal, Regulatory and Contractual Requirements

ME3.2 Optimisation of Response to External Requirements 

ME3.3 Evaluation of Compliance with External Requirements 
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simply the introducing e2.0 technologies onto the corporate network. 

Charman-Anderson (2006) suggests that installing a wiki or blog and making it available to users will not result 

in widespread adoption. She states that there are two proactive approaches to facilitate adoption of e2.0 

platforms. The first is through grassroots initiatives where participation will gestate and evolve organically from 

the bottom-up. The second involves top-down directives from management. She believes that the former is 

more desirable as it will result in more sustainability because the users make their own determination of the 

alignment of the tool with their actual needs and requirements. This creates an environment where users feel 

ownership of the wiki or blog and thus are more likely to contribute new information. The sustainability of the 

e2.0 tool usage then contributes to establishing or reinforcing a culture of openness, which Charman-Anderson 

says offers a high strategic benefit (2006). Other proponents of e2.0 tools have stated there is a perception of 

risk associated with the bottom up approach and that a strategy that incorporates both top down directives and 

incentives; and the energies of bottom up adoption is the best strategy for trying to establish sustainable and 

beneficial usage of e2.0 tools in the organisation (Mayfield, 2004). 

McAfee (2006) observes that whilst the Internet contains a massive amount of information, not all users 

actually create content. Encouraging employees to share their ideas and knowledge openly is often difficult. 

People may believe that job security is achieved through retaining information. Incentives must exist for these 

people to take part in the organisation’s knowledge community. One potential incentive is the formal 

recognition that blog, wiki and forum contributors gain. Through this users may earn respect from their peers 

within the organisation for sharing and demonstrating their expertise. Experts on e2.0 all seem to agree that it 

is best to avoid the ‘if you build it they will come’ approach. 

In situations where the adoption of a system may not be as great as management had hoped it is 

recommended that a feasibility study be conducted (ITGI, 2007). Organisations should consider running a proof 

of concept or small pilot of the platform to ensure that it meets the businesses requirements and that user 

adoption will meet management’s expectations. To this end, SocialText offers an unsupported version of its 

software as a free download and Confluence offer a 30 day limited trial. 

Patrick and Dotsika (2007) suggest that the scalability of the e2.0 solutions is an important issue. They state 

that poor scalability could lead to technical issues arising such as a networks bandwidth not being sufficient. It 

may also introduce financial issues, such as additional licensing costs and increased storage requirements. 

COBIT (2007) recommends that organisations establish performance and capacity planning reviews to ensure 

that systems have sufficient resources available to meet the businesses requirements and service level 

agreements (SLAs). For example, monitoring disk capacity to ensure that there is sufficient storage available. 

The table below provides our selected subset of COBIT control objectives that can help management overcome 

the challenges of implementation and adoption of e2.0 Technologies. 

Table 4: COBIT Control Objectives for E 2.0 Use and Implementation 

Plan and Organise 

PO6 Communicate Management Aims and Direction 

PO6.4 Policy, Standard and Procedures Rollout 

PO6.5 Communication of IT Objectives and Direction 

Acquire and Implement 

AI1 Identify Automated Solutions 

AI1.3 Feasibility Study and Formulation of Alternative Courses of Action

AI1.4 Requirements and Feasibility Decision and Approval 

AI2 Acquire and Maintain Application Software 

AI2.1 High-level Design 

AI2.2 Detailed Design 

AI2.5 Configuration and Implementation of Acquired Software 

AI3 Acquire and Maintain Technology Infrastructure 

AI3.3 Infrastructure Maintenance 

AI7 Install and Accredit Solutions and Changes 

AI7.3 Implementation Plan 

AI7.7 Final Acceptance Test 

AI7.8 Promotion to Production 

AI7.9 Post-implementation Review 

Deliver and Support 

DS3 Manage Performance and Capacity 

DS3.1 Performance and Capacity Planning 

DS3.2 Current Performance and Capacity 

DS3.3 Future Performance and Capacity 
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4.4 Training 

Given that many of the e2.0 solutions available are open source and free, training and support needs should be 

carefully considered when assessing the potential value of the e2.0 technologies (Raman, 2006). In addition, 

the current skills of the organisations IT staff are an important consideration if the technology selected is based 

on open source software. Research has shown the skills and experience of IT staff can have a substantial effect 

on the implementation of open source solutions (Dedrick and West, 2004). For example, an organisation that 

has already implemented UNIX and Linux based technologies within its infrastructure is generally going to find 

it easier to implement and maintain e2.0 platforms based on open source technologies than one that has a 

Microsoft Windows based infrastructure. 

COBIT (2007) recommends that IT employees be given appropriate training and to ensure that systems are 

implemented and maintained. All IT staff affected by the systems implementation, whether in user departments 

or operations should receive training (ITGI 2007). If the selected e2.0 platform is open source based and the 

organisations IT staff are skilled in Windows infrastructure then this may require a sizable investment in both 

money and time for retraining. 

As with any software application, usability is key to the success of the implementation. E2.0 systems need to 

be easy to use or they won’t be adopted. The method of content creation needs to be intuitive and not require 

any specialist technical skills. McAfee (2006a) states that the commercially available e2.0 technologies 

incorporate the SLATES components, and believes that they are following two guidelines. First, they’re making 

sure their offerings are easy to use. Anybody familiar with working with a keyboard, mouse and a browser has 

the necessary capabilities to create content. There are little or no specialized technical skills or training 

required. The second guideline McAfee mentions is that builders of e2.0 solutions are trying not to embed or 

dictate workflow within the technology (2006a). Instead, they’re building tools that allow workflow to be fluid 

and emerge naturally. 

Charman-Anderson (2006) describes the use of key users to evangelise the benefits of using e2.0 platforms 

within the organisation. She believes that these key users should also be used to train and support the wider 

user community because they have a greater understanding of their colleagues’ workflows and procedures as 

compared to an external trainer. 

COBIT provides a very strong framework for end user training. Organisations should indentify the users and 

organisations training requirements. Users may require instruction on how to the use the interface to create or 

search content. However, management may want users to be educated on the acceptable use policy and 

information security (ITGI, 2007). 

Another important consideration is the method used to deliver the training (e.g. classroom, web based, mentor, 

help guide). Based on the identified education and training needs organisations should identify efficient delivery 

mechanisms, trainers and mentors. As the e2.0 platforms are designed to be familiar and easy to use a less 

formal training may be required. Still users should be asked to evaluate the training that they receive to ensure 

that it is meeting their requirements (ITGI, 2007). 

Table 5 below provides our selected subset of COBIT control objectives that can help management overcome 

the IT staff and user training challenges when implementing e2.0 Technologies. 

Table 5: COBIT Control Objectives for IT Staff and User Training 

DS3.4 IT Resources Availability 

DS3.5 Monitoring and Reporting 

Plan and Organise 

PO6 Communicate Management Aims and Direction 

PO6.4 Policy, Standard and Procedures Rollout 

PO6.5 Communication of IT Objectives and Direction 

PO7 Manage IT Human Resources 

PO7.2 Personnel Competencies 

PO7.4 Personnel Training 

Acquire and Implement 

AI4 Enable Operation and Use 

AI4.2 Knowledge Transfer to Business Management 

AI4.3 Knowledge Transfer to End Users 

AI4.4 Knowledge Transfer to Operations and Support Staff

Deliver and Support             

DS7 Educate and Train Users 

DS7.1 Identification of Education and Training Needs 
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5. Conclusion 

E2.0 technologies offer organisations the ability to engage their employees in knowledge sharing and collaboration 

among themselves and with partners, customers and suppliers via intranets, extranets and the public Internet. 

While the potential benefits of these technologies have been well documented, the realisation of said benefits may 

take time, as user’s switch from the traditional collaboration technologies of email, telephone and Instant 

Messaging. This paper reviewed and synthesized e2.0 adoption issues into the broad categories of: strategy; data 

security and integrity; use and implementation; and training. 

Like many change management undertakings, the main problems faced by an organisation implementing e2.0 

technologies will be related to people not technology. The corporate culture will be a huge influence on the 

success of e2.0 platforms. Additionally, managements’ tolerance for the openness of information and knowledge 

exchange will dictate the degree to which e2.0 technologies will be used and adopted. Users will need to have a 

clear set of guidelines on acceptable use. These cannot be too prohibitive or they could stifle acceptance of the 

technologies. 

Organisations need to carefully plan an e2.0 platform implementation to ensure that the desired outcomes are 

achieved. This paper purports that the COBIT 4.1 framework can help organisations successfully implement e2.0 

technologies by providing them with governance to ensure that risks are identified and overcome. Specifically, this 

paper identifies which of the COBIT control objectives are most relevant to implementing e2.0 technologies within 

organisations. 
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